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Chapter 7
Computer Networks and Cloud Computing
A Guide to this Instructor’s Manual:

We have designed this Instructor’s Manual to supplement and enhance your teaching experience through classroom activities and a cohesive chapter summary.
This document is organized chronologically, using the same headings that you see in the textbook. Under the headings you will find: lecture notes that summarize the section, Teaching Tips, Class Discussion Topics, and Additional Projects and Resources. Pay special attention to teaching tips and activities geared towards quizzing your students and enhancing their critical thinking skills.
In addition to this Instructor’s Manual, our Instructor’s Resources also contain PowerPoint Presentations, Test Banks, and other supplements to aid in your teaching experience.
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Overview

Chapter 7 introduces the concept of computer networks. It describes the different kinds of networks, wired and wireless. It explains how local area networks, wide area networks, and the Internet function. The chapter explains what a protocol is, and introduces the layers of protocol hierarchy that make networks functions. These layers include the physical layer, the data link layer, the network layer, the transport layer, and the application layer. For each layer the chapter describes sample protocols, for example, TCP/IP and HTTP, among others. Finally the chapter discusses the benefits and services we have come to take for granted, and a history of the development of the Internet and the World Wide Web.
Teaching Tips

7.1 Introduction

1. The invention of the computer network has, and continues to have, a revolutionary impact on society. Discuss possibilities from spread of information and commerce.
2. There is a lot of terminology in this chapter. Help students to determine what terminology you care about, and flesh out the terminology with concrete examples.

7.2 Basic Networking Concepts
1. Introduce the terms computer network and nodes. Note that nodes may be anything from smart-phones to supercomputers. Networks may be wired or wireless, and have used many different technologies.

2. Introduce the term switched, dial-up telephone lines, which carry an analog signal. A modem changes either the amplitude or frequency of a standard carrier wave to encode ones and zeros. Bandwidth is the speed of transmission of the binary signal. Ask students if they have ever had dial-up Internet service.

3. Introduce the term broadband, for high-speed network connections. Home connections typically use either digital subscriber lines (DSL), or cable modems. Compare the range of speeds with dial-up speeds, and note the asymmetric download versus upload speeds. Commercial and institutional access uses dedicated lines: introduce the terms Ethernet and Fast Ethernet. Discuss newer standards for gigabit networking, including the gigabit Ethernet standard adopted by the IEEE (Institute of Electrical and Electronics Engineers).

4. Introduce the term wireless data communication. Emphasize the new and growing importance world wide of mobile computing. Introduce the term wireless local area network (WLAN), such as you might find in libraries or coffee shops. Other related terms to introduce: Wi-Fi (Wireless Fidelity), IEEE 802.11 wireless network standards, Wi-Fi hot spot, and metropolitan Wi-Fi. Describe two alternative wireless systems: Bluetooth and wireless wide area network (WWAN). 

5. Introduce the term local area network (LAN); LANs are centered on a single locality, typically privately managed. LAN topologies are varied and important: e.g., bus, ring, and star. LANs may be wired using a shared cable system, with a single cable strung through a building. If distances are too great for a single cable, multiple cables connected by a repeater or bridge implement the shared cable model. The alternative uses a switch: a wiring closet connects each Ethernet jack to the switch, where the shared cable resides.

6. Introduce the term wide area network (WAN); WANs are networks that span large distances, and involve external providers. WANs use dedicated point-to-point lines between computers, rather than shared lines. Introduce the term store-and-forward, packet-switched technology as typical of WANs; packets of data are sent from node to node. Internet service providers (ISPs) provide access to the Internet through their WAN. Emphasize the hierarchy of layers of ISPs required to form the Internet.

Quick Quiz 1
1. Internet service with speeds greater than 256K Mbps is called ________________. 

Answer: Broadband
2. (True or False) A Wi-Fi hot spot is when computers can connect to the Internet through a nearby wireless base station that is wired to a network.
Answer: True
3. (True or False) Users need to use an Internet Service Provider to access a LAN.
Answer: False
4. Name a common topology for local area networks (LANs). 

Answer: One of: star, bus, or ring
5. Most WANs use _________________ technology to transmit messages.
Answer: store-and-forward, packet-switched
7.3 Communication Protocols
1. Introduce the term protocol, and use everyday examples like telephone etiquette, or what to do when meeting someone in a professional setting. Establishing protocols and standards is critical to enabling computers to talk to each other or to peripherals. Introduce Internet Society, an international society designed to make protocols. Introduce the terms protocol hierarchy/protocol stack, and TCP/IP.
	Teaching Tip 


	Encourage students to explore the website for the Internet Society. www.isoc.org/internet 




2. Introduce the term Physical layer protocols. Emphasize the low level of these protocols. The bulleted list at the start of the Physical Layer section (page 357) is an important list to go over, highlighting an example for each. It might be instructive to bring in some old cables to bring home to students that these standards change over time.

3. The data link layer is responsible for error detection and correction and framing. Introduce the term Medium Access Control protocols, which mediate which nodes can use a shared line at a given time, and how collisions are handled. When connections are point-to-point, Layer 2b protocols handle errors. Introduce the term Logical Link Control protocols and the ARQ algorithm for this purpose. The ARQ algorithm requires the receiver to check for errors in the transmitted packet, and to send an acknowledgement message (ACK) if the packet has no errors.

	Teaching Tip 


	Because protocols fundamentally mediate communication among two or more entities, they offer the chance for students to learn by doing. Pick a protocol, like the Medium Access Control protocols, and have students act them out. You could choose one protocol at each level to be performed. End each performance with a discussion of how the protocol worked. Alternatively, assign teams of students to develop a video demonstration of particular protocols.




4. Introduce the term Network layer protocols. These protocols control how message pass across a network of computers: an agreed-upon addressing method for telling where the destination is, and a process for finding a route from any node to any other. Introduce the term IP (Internet Protocol), the current standard for the Internet. Introduce the terms host names and IP addresses for human and machine addressing. The Domain Name System (DNS) maps human-friendly host names to their IP addresses. Introduce the term routing, and emphasize the complexity of network routing tasks: networks can be huge, it must be done quickly, and networks are constantly changing.

5. Introduce the term Transport layer protocols. These protocols control how to route messages to specific applications running on a given computer. Introduce the term port number, and show students the Assigned Numbers on the Internet for which port numbers belong to which standard applications. Use the post office metaphor for discussing the unreliability of the Network layer, and the use to TCP (Transport Control Protocol) for making reliable message delivery.

6. Introduce the term Application layer protocols, which describe high-level communication protocols used by applications. Introduce the terms Hypertext Transfer Protocol (HTTP) and Uniform Resource Locator (URL), as one example of an Application layer protocol.
Quick Quiz 2
1. The main task of the Network layer is ________________. 

Answer: to handle delivery of messages across a network of computers, including addressing schemes and routing of messages.
2. (True or False) Medium Access Control protocols manage the physical layer: how bits are transmitted over different kinds of wires.
Answer: False 
3. (True or False) A DNS server translates URLs into addresses on the web.
Answer: False
4. List the layers in the Internet protocol hierarchy
Answer: Physical layer, Data Link layer (may be broken into Medium Access Control and Logical Link Control), Network layer, Transport layer, and Application layer.
7.4 Network Services and Benefits

1. Introduce the term Electronic mail (email), as an example of the value of the Internet for supporting interpersonal communications. Discuss the proliferation of spam (unsolicited bulk email). Discuss the term bulletin board system (BBS) and its evolution into Internet forums and chat rooms. Other services include texting and social networks.

2. Introduce the term resource sharing, another service of the Internet: sharing of physical and logical resources (printers, servers, software, and data). Introduce the terms print servers and file servers. Discuss the importance of the client/server computing model; where some nodes provide services and others are clients using the services. A distributed database shares information across the Internet; a data warehouse stores massive amounts of data. Introduce the terms groupware and wiki for collaborative software (talk about the impact of Wikipedia).

3. Introduce the term Electronic commerce (ecommerce). Ask how often students use the Internet for ecommerce. Talk about the globalization of the marketplace through e-commerce.
7.5 Cloud Computing

1.  Discuss the limitations of the client/server model (initial costs, operating costs, upgrades, etc.).
2. Explain that with cloud computing servers can be located anywhere and do not need to be maintained by the organization. Cloud-based servers can be part of an integrated collection of servers, called a server farm. The term virtualization means the separation of a service from the entity providing the service.
3. Many types of cloud services exist, such as infrastructure services, application services, and the most sophisticated, the platform and development services.

4. Cloud-based systems offer lower costs and elasticity of demand.

7.6 A History of the Internet and the World Wide Web
1. As a way of introducing this historical review, ask students to think about where the Internet and the World Wide Web came from. What changes have they seen in their lifetimes? Share the changes you have seen.

	Teaching Tip 


	Refer students to the following page for the full “Brief History of the Internet” document referred to in the text: http://www.isoc.org/internet/history/brief.shtml 



2. In 1962, Licklider (at MIT) described “The Galactic Network.” Note how similar this vision is to the modern Internet. Stress the importance of ARPA to early development, and moving from theoretical ideas about protocols, packets, and routing to real systems. ARPANET began in the late 1960s; email was developed in 1972 and grew quickly. Other independent networks developed: HEPNet, CSNET, MFENet, SNA, and DECNet.

3. Introduce the term internetworking, developed to bring order to the chaos of networks. Any WAN can do what it wants internally, but must use standard addressing and protocols for communication with other WANs. Introduce the term gateway, a device for translating between WANs. TCP/IP was the agreed “language” for internetwork communications. Was modified to work with LANs in the early 1980s. Introduce the ideas of Telnet and FTP as additional applications. NSFNet was designed in mid 1980s as an alternative to ARPANET, not restricted to military grantees. 

4. Introduce the term World Wide Web, and discuss its origins as a user-friendly tool for information sharing about high-energy physics. Introduce the term hypertext. Note the importance of its usability and intuitive interface, easy integration of multimedia, and the fact that its technology was made freely available initially.

Class Discussion Topics

1. In the course of a typical week, what kinds of computer networks do you use? How many different kinds can you now recognize? How aware have you been of differences in these networks, or do they all create a similar virtual environment? Imagine the next new innovation in network technology—what would it look like and what could it do?
2. How do the different layers of the protocol hierarchy interact with each other? Why do we need to have two different layers that work on error detection and correction?

3. What are some positives that have occurred with the development of the Internet and the World Wide Web? What are some problems associated with these tools?

4. Name some ways in which computer network systems use the concept of abstraction to make the task of building a functioning network feasible.
Additional Projects
1. Look up online information about the UDP transport level protocol. How does it differ from TCP, and when is it used?

2. Form a group of students and act out the Medium Access Control protocol used by shared-line Ethernet networks. Each student is a node in the network. Each student should work out the answer to an arithmetic problem, and then should broadcast it by speaking out loud. When two students speak at once, it’s a collision. Use the specified collision recovery approach. How well does it work to ensure that each person gets to communicate?
3. Research the meaning of the four groups of numbers in an IP address. What do they mean? Why does a lab computer on campus have a certain set of numbers? How about a computer off campus?
Additional Resources

1. A copy of an article by Licklider about his vision for human-computer interaction and computer networks: ftp://gatekeeper.research.compaq.com/pub/DEC/SRC/research-reports/SRC-061.pdf 

2. Computer History Museum online exhibit about computer networks: http://www.computerhistory.org/internet_history/index.html 

Key Terms
· Acknowledgement message (ACK): A network control message that says that your message correctly arrived at its destination.
· Application layer protocols: The rules for implementing the end-user services provided by a network.

· ARQ algorithm: Automatic repeat request algorithm, the basis for all data link control protocols in current use.

· Bandwidth: Capacity for transmitting data.

· Blog: A web-based publication consisting of virtually any periodic articles that its writer(s) wish to share with the general public.

· Bluetooth: A low-power wireless standard used to communicate between devices located quite close to each other, typically no more than 30-50 feet (10-15 meters).

· Bridge: A “smarter” device than a repeater that has knowledge about the nodes located on each separate network. It examines every message to see if it should be forwarded from one network to another.

· Broadband: Any communication link with a transmission rate exceeding 250,000 bps. Typical broadband options for home users are cable modem and digital subscriber line (DSL).

· Broadcasting: Messages are sent by a node on a local area network to every other node on that same LAN.

· Bulletin board systems (BBS): Shared public file systems where anyone can post messages and everyone is free to read the postings of others.

· Bus: LAN topology in which all nodes are connected to a single shared communication line.

· Cable modem: Technology that makes use of the links that deliver cable TV signals into your home, so it is offered by cable TV providers.

· Client-server computing: The style of computing wherein some nodes provide services while the remaining nodes are users (or clients) of those services.

· Collision: When two or more nodes on a shared link transmit at the same time and destroy each other’s messages.

· Computer network: A set of independent computer systems connected by telecommunication links for the purpose of sharing information and resources.

· Data warehouse: Nodes that contain massive amounts of information that can be electronically searched for specific facts or documents.

· Dedicated point-to-point line: A line that directly connects two machines.

· Digital subscriber line (DSL): Uses the same wires that carry regular telephone signals into your home, and therefore is provided by either your local telephone company or someone certified to act as their intermediary. Although it uses the same wires, a DSL signal uses a different set of frequencies, and it transmits digital rather than analog signals.

· Domain Name System (DNS): Converts from a symbolic host name such as Macalester.edu to its 32-bit IP address.

· Electronic commerce (ecommerce): A general term applied to any use of computers and networking to support the paperless exchange of goods, information, and services in the commercial sector.

· Electronic mail (email): The single most popular application of networks for the last 30 years.

· Error detection and correction: The process of determining whether a message did or did not arrive correctly and, if not, getting a correct copy of that information.

· Ethernet: The most widely used broadband technology.

· Fast Ethernet: Transmits at 100 Mbps over coaxial cable, fiber-optic cable, or regular twisted-pair copper wire.

· File server: Shared disk(s) available across a network.

· Firewall: A software component that controls access from a network to a computer system.

· Framing: Identifying the start and end of a message.

· Gateway: A device that makes internetwork connections and provides routing between different WANs.

· Gigabit Ethernet standard: IEEE standard that supports communication on an Ethernet cable at 1,000 Mbps (1 Gbps).

· Gigabit networking: Transmission lines that support speeds of 1 billion bits per second (Gbps).

· Groupware: Software that facilitates the efforts of individuals connected by a network and working on a single shared project.

· Host name: The symbolic, character-oriented name assigned to a host computer.

· Hypertext: A collection of documents interconnected by pointers, called links.

· Hypertext Transfer Protocol (HTTP): The protocol used by the World Wide Web to transfer pages of information coded in hypertext markup language (HTML).

· IEEE (Institute of Electrical and Electronics Engineers): International professional society responsible for developing industrial standards in the area of telecommunications.

· IEEE 802.11 wireless network standards: Another name for Wi-Fi.

· Internet: A huge, interconnected “network of networks” that includes nodes, LANs, WANs, bridges, routers, and multiple levels of ISPs.

· Internet forums: Support the real-time exchange of messages. In addition to simply posting a message that can be read at a later time, they also support interactive messaging—what the sender types appears immediately on the screen of one or more individuals, allowing for the direct exchange of ideas.

· Internet Service Provider (ISP): A business whose purpose is to provide access from a private network (such as a corporate or university network) to the Internet, or from an individual’s computer to the Internet.

· Internet Society: A nonprofit, nongovernmental, professional society composed of more than 100 worldwide organizations (e.g., foundations, governmental agencies, educational institutions, companies) in 180 countries united by the common goal of maintaining the viability and health of the Internet.

· Internetworking: A concept first developed by Robert Kahn or ARPA, that any WAN is free to do whatever it wants internally.

· IP (Internet Protocol): The network layer in the Internet.

· IP address: The 32-bit binary address that the Internet uses to actually identify a given host computer.

· Local area network (LAN): A network that connects hardware devices such as computers, printers, and storage devices that are all in close proximity.

· Logical link control protocols: Ensure that the message traveling across this channel from source to destination arrives correctly.

· Medium access control protocols: Determine how to arbitrate ownership of a shared line when multiple nodes want to send messages at the same time.

· Metropolitan Wi-Fi: Installing Wi-Fi routers every few blocks throughout a city to provide convenient, low-cost wireless Internet access to all residents.

· Mobile computing: The ability to deliver data to users regardless of their location.

· Modem: A device that modulates, or alters, a standard analog signal called a carrier so that it encodes binary information.

· Network layer protocols: Ensure that a message is delivered from the site where it was created to its ultimate destination.

· Node: An individual computer on a network; also called a host.

· Packet: An information block with a fixed maximum size that is transmitted through the network as a single unit.

· Physical layer protocols: Govern the exchange of binary digits across a physical communication channel, such as a fiber-optic cable, copper wire, or wireless radio channel.

· Port number: A numeric identification of a program running on a host computer. It is used by the transport control protocols.

· Print servers: Shared printers available across a network.

· Protocol: In networking, a mutually agreed-upon set of rules, conventions, and agreements for the efficient and orderly exchange of information.

· Protocol hierarchy (protocol stack): The hierarchical set of network protocols that are used to transmit messages across a network.

· Repeater: A device that simply amplifies and forwards a signal.

· Resource sharing: The ability to share physical resources, such as a printer or storage device, as well as logical resources, such as software, data, and information.

· Ring: LAN topology that connects the network nodes in a circular fashion, with messages circulating around the ring in either a clockwise or counterclockwise direction until they reach their destination.

· Router: A device that connects networks.

· Shared cable: A wire (such as twisted-pair copper wire, coaxial cable, or fiber-optic cable) is literally strung around and through a building. Users tab into the cable at its nearest point.

· Social networks: Systems that create communities of users who share common interests and activities and which provide multiple methods of online interaction.

· Spam: Electronic junk mail.

· Star: LAN topology that has a single central node that is connected to all other sites. This central node can route information directly to any other node in the LAN. Messages are first sent to the central site, which then forwards them to the correct location.

· Store-and-forward, packet-switched: Technology used by WANs to deliver messages; a message “hops” from one node to another to make its way from source to destination.

· Switch: A device that allows you to build a LAN without having to crawl around looking for the shared cable.

· Switched, dial-up telephone lines: When you dial a telephone number, a circuit (i.e., a path) is temporarily established between the caller and callee.

· TCP (Transport Control Protocol): The primary transport protocol on the Internet.

· TCP/IP: Transport Control Protocol/Internet Protocol; the name of the specific protocol stack used in the Internet.

· Transport layer protocols: Create a “program-to-program” delivery service, in which we don’t simply move messages from one host to another, but from a specific program at the source to another specific program at the destination.

· Ubiquitous computing: Computers that are embedded pervasively in the environment, providing services in a seamless, efficient manner. Also called pervasive computing.

· Uniform Resource Locator (URL): A symbolic string that identifies a webpage.

· Wi-Fi (Wireless Fidelity): Wireless transmissions that use IEEE 802.11 standards for local wireless access.

· Wi-Fi hotspot: Wireless base station (router).

· Wide area network (WAN): Connects devices that are not in close proximity but rather are across town, across the country, or across the ocean.

· Wiki: A set of webpages that everyone is free to access, add to, or modify.

· Wireless data communication: Transmitting data using radio, microwave, and infrared signals.

· Wireless local area network (WLAN): A wireless network in which the user transmits from his or her computer to a local wireless base station, often referred to as a wireless router, that is no more than a few hundred feet away. This base station is then connected to a traditional wired network, such as a DSL or cable modem to provide full Internet access.

· Wireless wide area network (WWAN): Nodes (often a table or smart phone) transmit messages to a remote base station provided by a telecommunications company, which may be located many miles away. The base station is usually a large cellular antenna placed on top of a tower or building, providing both long-distance voice and data communication services to any system within sight of the tower.

· World Wide Web: The hypertext information system developed by Tim Berners-Lee at CERN in the late 1980s.
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